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1	Decision/action requested
This contribution proposes PCF-specific security requirements and related test cases
2	References
[1]	3GPP TS 33.528 Security Assurance Specification (SCAS) for the Policy Control Function (PCF) v0.1.0
[2]	3GPP TS 33.117: "Catalogue of general security assurance requirements"
3	Rationale
This contribution proposes PCF-specific adaptations of security functional requirements, hardening requirements, basic vulnerability testing requirements and related test cases to draft TS [1] chapter 4.
4	Detailed proposal
It is proposed that SA3 approved the below changes for inclusion in the TS [1].

**** START OF CHANGES ****
[bookmark: _Toc125365625]4	PCF-specific security requirements and related test cases
[bookmark: _Toc125365627]4.2	PCF-specific adaptations of security functional requirements and related test cases
[bookmark: _Toc125365628]4.2.1	Introduction
The present clause contains PCF-specific security functional adaptations of requirements and related test cases.
[bookmark: _Toc125365629]4.2.2	Security functional requirements on the PCF deriving from 3GPP specifications and related test cases
[bookmark: _Toc19696879][bookmark: _Toc26876873][bookmark: _Toc35529503][bookmark: _Toc35529594][bookmark: _Toc51230263][bookmark: _Toc125365630]4.2.3	Technical Baseline 
[bookmark: _Toc19696880][bookmark: _Toc26876874][bookmark: _Toc35529504][bookmark: _Toc35529595][bookmark: _Toc51230264][bookmark: _Toc125365631]4.2.3.1	Introduction
The present clause provides baseline technical requirements.
[bookmark: _Toc19696881][bookmark: _Toc26876875][bookmark: _Toc35529505][bookmark: _Toc35529596][bookmark: _Toc51230265][bookmark: _Toc125365632]4.2.3.2	Protecting data and information
[bookmark: _Toc19696882][bookmark: _Toc26876876][bookmark: _Toc35529506][bookmark: _Toc35529597][bookmark: _Toc51230266][bookmark: _Toc125365633]4.2.3.2.1	Protecting data and information – general
There are no PCF-specific additions to clause 4.2.3.2.1 of TS 33.117 [2].
[bookmark: _Toc19696883][bookmark: _Toc26876877][bookmark: _Toc35529507][bookmark: _Toc35529598][bookmark: _Toc51230267][bookmark: _Toc125365634]4.2.3.2.2	Protecting data and information – unauthorized viewing
[bookmark: _Toc19696884][bookmark: _Toc26876878][bookmark: _Toc35529508][bookmark: _Toc35529599][bookmark: _Toc51230268]There are no PCF -specific additions to clause 4.2.3.2.2 of TS 33.117 [2].
[bookmark: _Toc125365635]4.2.3.2.3	Protecting data and information in storage
There are no PCF -specific additions to clause 4.2.3.2.3 of TS 33.117 [2].
[bookmark: _Toc19696885][bookmark: _Toc26876879][bookmark: _Toc35529509][bookmark: _Toc35529600][bookmark: _Toc51230269][bookmark: _Toc125365636]4.2.3.2.4	Protecting data and information in transfer
[bookmark: _Toc19696886][bookmark: _Toc26876880][bookmark: _Toc35529510][bookmark: _Toc35529601][bookmark: _Toc51230270]There are no PCF-specific additions to clause 4.2.3.2.4 of TS 33.117 [2].
[bookmark: _Toc125365637]4.2.3.2.5	Logging access to personal data
There are no PCF-specific additions to clause 4.2.3.2.5 of TS 33.117 [2].
[bookmark: _Toc19696887][bookmark: _Toc26876881][bookmark: _Toc35529511][bookmark: _Toc35529602][bookmark: _Toc51230271][bookmark: _Toc125365638]4.2.3.3	Protecting availability and integrity
There are no PCF-specific additions to clause 4.2.3.3 of TS 33.117 [2].
[bookmark: _Toc19696888][bookmark: _Toc26876882][bookmark: _Toc35529512][bookmark: _Toc35529603][bookmark: _Toc51230272][bookmark: _Toc125365639]4.2.3.4	Authentication and authorization 
There are no PCF-specific additions to clause 4.2.3.4 of TS 33.117 [2].
[bookmark: _Toc19696889][bookmark: _Toc26876883][bookmark: _Toc35529513][bookmark: _Toc35529604][bookmark: _Toc51230274][bookmark: _Toc125365640]4.2.3.5	Protecting sessions 
There are no PCF-specific additions to clause 4.2.3.5 of TS 33.117 [2].
[bookmark: _Toc19696890][bookmark: _Toc26876884][bookmark: _Toc35529514][bookmark: _Toc35529605][bookmark: _Toc51230275][bookmark: _Toc125365641]4.2.3.6	Logging 
There are no PCF-specific additions to clause 4.2.3.6 of TS 33.117 [2].
[bookmark: _Toc19696891][bookmark: _Toc26876885][bookmark: _Toc35529515][bookmark: _Toc35529606][bookmark: _Toc51230276][bookmark: _Toc125365642]4.2.4	Operating systems
[bookmark: _Toc19696892][bookmark: _Toc26876886][bookmark: _Toc35529516][bookmark: _Toc35529607][bookmark: _Toc51230277]There are no PCF-specific additions to clause 4.2.4 of TS 33.117 [2].
[bookmark: _Toc125365643]4.2.5	Web servers 
There are no PCF-specific additions to clause 4.2.5 of TS 33.117 [2].
[bookmark: _Toc19696893][bookmark: _Toc26876887][bookmark: _Toc35529517][bookmark: _Toc35529608][bookmark: _Toc51230278][bookmark: _Toc125365644]4.2.6	Network devices 
There are no PCF-specific additions to clause 4.2.6 of TS 33.117 [2]. 

4.3 PCF-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc19696902][bookmark: _Toc26876896][bookmark: _Toc35529526][bookmark: _Toc35529617][bookmark: _Toc51230287][bookmark: _Toc125365646]4.3.1	Introduction
The present clause contains PCF-specific adaptations of hardening requirements and related test cases.
[bookmark: _Toc19696903][bookmark: _Toc26876897][bookmark: _Toc35529527][bookmark: _Toc35529618][bookmark: _Toc51230288][bookmark: _Toc125365647]4.3.2	Technical Baseline
There are no PCF-specific additions to clause 4.3.2 of TS 33.117 [2].
[bookmark: _Toc19696904][bookmark: _Toc26876898][bookmark: _Toc35529528][bookmark: _Toc35529619][bookmark: _Toc51230289][bookmark: _Toc125365648]4.3.3	Operating Systems
There are no PCF-specific additions to clause 4.3.3 of TS 33.117 [2].
[bookmark: _Toc19696905][bookmark: _Toc26876899][bookmark: _Toc35529529][bookmark: _Toc35529620][bookmark: _Toc51230290][bookmark: _Toc125365649]4.3.4	Web Servers
There are no PCF-specific additions to clause 4.3.4 of TS 33.117 [2].
[bookmark: _Toc19696906][bookmark: _Toc26876900][bookmark: _Toc35529530][bookmark: _Toc35529621][bookmark: _Toc51230291][bookmark: _Toc125365650]4.3.5	Network Devices
There are no PCF-specific additions to clause 4.3.5 of TS 33.117 [2].
[bookmark: _Toc19696907][bookmark: _Toc26876901][bookmark: _Toc35529531][bookmark: _Toc35529622][bookmark: _Toc51230292][bookmark: _Toc125365651]4.3.6	Network Functions in service-based architecture 
There are no PCF-specific additions to clause 4.3.6 of TS 33.117 [2].
[bookmark: _Toc19696908][bookmark: _Toc26876902][bookmark: _Toc35529532][bookmark: _Toc35529623][bookmark: _Toc51230293][bookmark: _Toc125365652]4.4	PCF-specific adaptations of basic vulnerability testing requirements and related test cases
There are no PCF-specific additions to clause 4.4 of TS 33.117 [2].


**** END OF CHANGES ****

